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2015 Vormetric Insider Threat Report 

Healthcare Retail Other Enterprise Financial Services 

Polling by Harris  2015 VORMETRIC  
INSIDER THREAT REPORT –  
FOCUS ON JAPAN 

818  IT DECISION MAKERS  
US, UK, Germany, Japan, ASEAN 

100%  
Enterprises:  
$200M + US 
$100M + UK, Germany, Japan, ASEAN 

102  JAPAN 



ORDINARY 
EMPLOYEES 

HACKERS TARGETING  
INSIDER ACCOUNTS  

NATION 
STATES 

CRIMINAL 
HACKERS 

PRIVILEGED USERS  

SERVICE PROVIDERS  
& CONTRACTORS 

WHERE DO 
INSIDER THREATS COME FROM?  



HIGHLY VULNERABLE  
AT RISK TO INSIDER THREATS  

87% 17% 

VULNERABLE 
VERY OR  
EXTREMELY VULNERABLE 

90% 37% 

JAPAN 

COMBINED RESULTS: U.K., U.S., ASEAN, GERMANY 

VULNERABLE VERY OR  
EXTREMELY 
VULNERABLE 



PROTECTING DATA BETTER 
THAN GLOBAL COMPETITORS  

X 
 
ARE PROTECTING DATA BECAUSE OF A 
PARTNER OR COMPETITOR’S BREACH 

EXPERIENCED A DATA BREACH  
OR FAILED A COMPLIANCE AUDIT  
 

48% 44% 40% 29% 26% 

United States UK Japan ASEAN Germany 

38% 33% 27% 25% 7% 

GLOBAL- 40% 

United States UK Japan ASEAN Germany 

GLOBAL- 29% 

Japan 

JAPAN EXPERIENCED 
LOW LEVELS OF 

FAILURES TO PROTECT 
DATA VERSUS GLOBAL 

COMPETITORS 



TOP REASONS FOR 
SECURING SENSITIVE DATA  

45%  
 

REQUIREMENTS 
FROM PARTNERS 
AND CUSTOMERS 

29%  
AVOIDING DATA 

BREACH 
PENALTIES 

59%  

REPUTATION 
AND BRAND 
PROTECTION 

79%  

COMPLIANCE 
REQUIREMENTS 

CONTRAST - TOP 3 OUTSIDE JAPAN: 

45%  
50%  

MISMATCH:  
IT SECURITY SPENDING PRIORITIES -  
COMPLIANCE A TOP PRIORTY FOR ONLY 27% 

41%  

REPUTATION AND BRAND PROTECTION 

COMPLIANCE REQUIREMENTS 

IMPLEMENTING BEST PRACTICES 



THE MOST DANGEROUS INSIDERS  
ORDINARY EMPLOYEES - CONTRACTORS 

PRIVILEGED  
USERS 

Users that manage systems and IT infrastructure.  Includes System 
Administrators, Network Administrators, Linux/Unix Root Users, Domain 
Administrators, etc. 

CONTRACTORS/  
SERVICE PROVIDERS  

ORDINARY  
EMPLOYEES 

CONTRACTORS/  
SERVICE PROVIDERS  

PRIVILEGED  
USERS 

56%  

52%  

37%  

Employees working for an outside firm that supplies services, and have 
access to corporate resources 

GLOBAL 
CONTRAST 
TOP 3 OUTSIDE JAPAN 

46% 
58% 

41% 

PRIVILEGED USERS 

PARTNERS WITH INTERNAL ACCESS 

CONTRACTORS / SERVICE PROVIDERS 



MANY ORGANIZATIONS ARE NOT  
ADDRESSING THE THREAT  

27% 
ONLY 27%  
INCREASING  
SPENDING  

NOW MAKE 
PREVENTING DATA 
BREACHES A TOP 3 
SPENDING PRIORITY  

42% 

INCREASING DATA AT REST DEFENSES  32% 



80% 
OF ENTERPRISES 

GLOBALLY ARE USING 
CLOUD TODAY  

(SOURCE OVUM) 

25% 
RATE CLOUD 

ENVIRONMENTS A TOP 
THREE LOCATION AT RISK 
FOR LOSS OF SENSITIVE 

DATA 

32% - JAPAN 

60% - REST OF 

WORLD 

SOFTWARE AS A SERVICE (SAAS) 

INFRASTRUCTURE AS A SERVICE (IAAS) 

28% - 

JAPAN 
55% - REST OF 

WORLD 

PLATFORM AS A SERVICE (PAAS) 

26% - JAPAN. 

50% - REST OF 

WORLD 

RATES OF SENSITIVE OR REGULATED 

DATA USE 

LOWEST RATES OF SENSITIVE  
DATA USE IN THE CLOUD  



30% 
GLOBALLY CHOSE BIG 

DATA ENVIRONMENTS AS A 
TOP THREE LOCATION 

FOR VOLUMES OF 
SENSITIVE DATA 

DOUBLE 
JEOPAR

DY 
BIG DATA IS OFTEN 

IMPLEMENTED IN THE 
CLOUD 

25% 
34% 

41% 

26% 

12% 

GERMANY U.S. ASEAN JAPAN U.K. 

TOP 3 SELECTION FOR POTENTIAL 
LOSS  
OF VOLUMES OF SENSITIVE DATA 

BIG DATA ENVIRONMENT  
SENSITIVE DATA USE IS GROWING  



IT SECURITY  
SPENDING PRIORITIES  

42% PREVENTING A DATA BREACH INCIDENT  

50% PROTECTION OF CRITICAL IP  

37% PROTECTION OF FINANCES AND OTHER ASSETS  

43% FULFILLING REQUIREMENTS FROM CUSTOMERS, 
PARTNERS AND PROSPECTS 

27% FULFILLING COMPLIANCE REQUIREMENTS AND 
PASSING AUDITS  

DATA 
BREACH 

COMPLIANCE SPENDING MISMATCH:  
TOP REASON FOR PROTECTING DATA -  
COMPLIANCE AT 79% 

GLOBAL 
CONTRAST 

#1 SPENDING PRIORITY 
OUTSIDE JAPAN ï 
PREVENTING A DATA 
BREACH ï 52% 



THE STAKES HAVE CHANGED 
CONSEQUENCES REACH THE C-SUITE  

ALAN KESSLER – CEO FOR VORMETRIC 

ñThe need to protect data is now a C-suite and board level concern 
ï not just something for IT to worry about. From now on, if and 
when organizations are breached CEOs will be on the 6 Oôclock 
news answering the question óWas your sensitive data encrypted?ô. ñ 
 
ñWhatôs more, industry best practice will increasingly be used to 
demonstrate fiduciary responsibility. CEOs need to be able to say 
that their data was encrypted, that they controlled access and 
actively used data access logging to detect threats. Without these 
protections, organization risk not only traditional data breach costs, 
but growing legal exposure to shareholder and class action lawsuits 
due to managementôs failure to protect critical internal and customer 
data assets.ò 



INSIDER THREATS  
HOW TO PROTECT YOUR DATA  

CONCENTRATE ON PROTECTING  
DATA AT THE SOURCE 

MAKE ENCRYPTION WITH ACCESS  
CONTROLS THE DEFAULT 

MONITOR AND ANALYZE DATA  
ACCESS PATTERNS 

REPLACE POINT SOLUTIONS WITH  
DATA SECURITY PLATFORMS  
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102  
SINGAPORE, MALAYSIA, 
PHILIPPINES, THAILAND, 
INDONESIA  



ORDINARY 
EMPLOYEES 

HACKERS TARGETING  
INSIDER ACCOUNTS  

NATION 
STATES 

CRIMINAL 
HACKERS 

PRIVILEGED USERS  

SERVICE PROVIDERS  
& CONTRACTORS 

WHERE DO 
INSIDER THREATS COME FROM?  



ASEAN ENTERPRISES - 
AT RISK TO INSIDER THREATS  

84% 33% 

VULNERABLE 
VERY OR  
EXTREMELY VULNERABLE 

89% 34% 

ASEAN 

GLOBAL RESULTS: 

VULNERABLE VERY OR  
EXTREMELY 
VULNERABLE 



ASEAN - FAILING TO PROTECT  
THEIR SENSITIVE DATA  

X 
 
ARE PROTECTING DATA BECAUSE OF A 
PARTNER OR COMPETITOR’S BREACH 

EXPERIENCED A DATA BREACH  
OR FAILED A COMPLIANCE AUDIT  
 

48% 44% 40% 29% 26% 

United States UK Japan ASEAN Germany 

38% 33% 27% 25% 7% 

GLOBAL- 40% 

United States UK Japan ASEAN Germany 

GLOBAL- 29% 

Japan 

ASEAN AND JAPAN 
CONTRAST WITH THE 

HIGHEST AND LOWEST 
LEVELS OF FAILURES 
TO PROTECT DATA 



TOP REASONS FOR 
SECURING SENSITIVE DATA IN ASEAN  

38%  
DATA BREACHES 
AT PARTNER OR 

COMPETITOR 

38%  
REQUIREMENTS 

FROM PARTNERS, 
CUSTOMERS OR 

PROSPECTS 

53%  

REPUTATION AND 
BRAND 

PROTECTION 

DOES NOT MATCH WITH IT SECURITY SPENDING PRIORITIES:  
1 ï 56% PROTECTION OF FINANCES AND OTHER ASSETS 
2 ï 49% PREVENTING A DATA BREACH 
3 ï 43% PROTECTION OF CRITICAL IP 

45%  
 

IMPLEMENTING 
BEST PRACTICES 



THE MOST DANGEROUS INSIDERS  
ADMINISTER AND MANAGE INFRASTRUCTURE  

PRIVILEGED  
USERS 

Users that manage systems and IT infrastructure.  Includes System 
Administrators, Network Administrators, Linux/Unix Root Users, Domain 
Administrators, etc. 

CONTRACTORS/  
SERVICE PROVIDERS  

PARTNERS WITH 
INTERNAL ACCESS 

CONTRACTORS/  
SERVICE PROVIDERS  

PRIVILEGED  
USERS 

62%  

60%  

47%  

Employees working for an outside firm that supplies services, and have 
access to corporate resources 



HIGHEST VOLUMES OF  
DATA AT RISK 

PERCEIVED GREATEST  
RISK TO DATA 

41% 

BIG DATA 

50% 
DATABASES 

50% 
FILE SERVERS 

DATA AT RISK  
IN ASEAN  

31% 

BIG DATA 

50% 
FILE SERVERS 

45% 
DATABASES 



80% 
OF ENTERPRISES 

GLOBALLY ARE USING 
CLOUD TODAY  

(SOURCE OVUM) 

27% 
RATE CLOUD 

ENVIRONMENTS A TOP 
THREE LOCATION AT RISK 
FOR LOSS OF SENSITIVE 

DATA 

32% - JAPAN 

64% - ASEAN 

SOFTWARE AS A SERVICE (SAAS) 

INFRASTRUCTURE AS A SERVICE (IAAS) 

28% - 

JAPAN 
51% - ASEAN 

PLATFORM AS A SERVICE (PAAS) 

26% - JAPAN. 

54% - ASEAN 

RATES OF SENSITIVE OR REGULATED 

DATA USE 

CONTRASTS IN SENSITIVE DATA  
USE IN THE CLOUD – ASEAN & JAPAN  



30% 
GLOBALLY CHOSE BIG 

DATA ENVIRONMENTS AS A 
TOP THREE LOCATION 

FOR VOLUMES OF 
SENSITIVE DATA 

DOUBLE 
JEOPAR

DY 
BIG DATA IS OFTEN 

IMPLEMENTED IN THE 
CLOUD 

25% 
34% 

41% 

26% 

12% 

GERMANY U.S. ASEAN JAPAN U.K. 

TOP 3 SELECTION FOR POTENTIAL 
LOSS  
OF VOLUMES OF SENSITIVE DATA 

BIG DATA USE OF  
SENSITIVE DATA IS GROWING IN ASEAN  



ASEAN ORGANIZATIONS ARE  
ADDRESSING THE THREAT  

64% 
INCREASING  
SPENDING  
(HIGHEST RATE  
SURVEYED) 

NOW MAKE 
PREVENTING DATA 
BREACHES A TOP 3 
SPENDING PRIORITY  

49% 

INCREASING DATA AT REST DEFENSES  
(HIGHEST RATE IN SURVEY)  

60% 



IT SECURITY  
SPENDING PRIORITIES IN ASEAN  

49% PREVENTING A DATA BREACH INCIDENT  

43% PROTECTION OF CRITICAL IP  

56% PROTECTION OF FINANCES AND OTHER ASSETS  

21% FULFILLING REQUIREMENTS FROM CUSTOMERS, 
PARTNERS AND PROSPECTS 

31% FULFILLING COMPLIANCE REQUIREMENTS AND 
PASSING AUDITS  

DATA 
BREACH 



61% 

INCREASING 
SPENDING 

ANALYSIS &  
CORRELATION TOOLS 

RATED VERY 
OR EXTREMELY  
EFFECTIVE AS  
A DEFENSE 

DATA-AT-REST 
DEFENSES 

DATA-IN-MOTION 
DEFENSES 

END POINT &  
MOBILE DEFENSES 

NETWORK 
DEFENSES 

73% 74% 
77% 75% 77% 

Are still investing heavily in defenses network and end point defenses that 

have failed to stop the problem  

ASEAN ENTERPRISES 
INVESTING TO SOLVE THE PROBLEM  

60% 58% 
54% 

65% 



Thank You!  

  


