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THE BIG DISCONNECT

“OUR 2017 REPORT FINDS A GLOBAL SITUATION WHERE SPENDING ON
SECURITY IS UP - SHARPLY IN SOME SECTORS — YET SUCCESSFUL DATA
BREACHES ARE ALSO UP SIGNIFICANTLY.”

“CLEARLY, THERE'S STILL A BIG DISCONNECT BETWEEN WHAT WE ARE
SPENDING THE MOST OF OUR SECURITY BUDGET ON AND WHAT'S NEEDED TO
ENSURE THAT OUR SENSITIVE DATA REMAINS SECURE.”

GARRET BEKKER — SENIOR ANALYST, INFORMATION SECURITY



BREACH RATES ARE ACCELERATING

DESPITE INCREASED IT SECURITY SPENDING TO PROTECT DATA

NO WONDER ENTERPRISES FEEL
VULNERABLE TO DATA THREATS

2017

2016

21% p26% 2015

2016~ 2017 2016 2017

Had a data breach

in the last year Previously had a

data breach

Increasing IT Security
spending to protect data



GLOBAL VULNERABILITY
TO DATA THREATS

GLOBAL
88% 30%
| VULNERABLE | VERY/EXTREMELY VULNERABLE |
REGIONAL
SOMEWHAT
OR MORE
VULNERABLE
VERY OR
EXTREMELY
VULNERABLE 23% 19% 49%

UNITED UNITED
STATES  KINGDOM

GERMANY  JAPAN MEXICO BRAZIL AUSTRALIA



COMPLIANCE THE TOP DRIVER FOR IT SECURITY SPENDING
AND RATED AS HIGHLY EFFECTIVE AT PROTECTING DATA

IN SPITE OF PRIORITIZING COMPLIANCE FIRST FOR THE LAST TWO YEARS, AND INVESTING
TO MEET COMPLIANCE REQUIREMENTS, THE RATE OF BREACHES KEEPS RISING

IT SECURITY SPENDING PRIORITIES
BELIEVE

COMPLIANCEIS 44% COMPLIANCE

VERY OR

EXTREMELY 38% BEST PRACTICES
EFFECTIVE AT 36% PROTECT REP & BRAND
PREVENTING

DATA BREACHES 35% PREVENT DATA BREACHES

35% INCREASED CLOUD USE

“Compliance is a minimum table stake for Garrett Bekker

regulated enterprises ... But being compliant Sr. Analyst Information
does not mean you won’t be breached” Security, 451 Research




INCREASING SPENDING THE MOST

WHERE DEFENSES OFTEN FAIL TO PROTECT DATA

BELIEVE NETWORK
SEC LRI VER N/
EXTREMELY EFFECTIVE
AT PROTECTING DATA

88%

+4.5% FROM 2016

69%

+7% FROM 2016

BELIEVE ENDPOINT
PROTECTION
VERY/EXTREMELY
EFFECTIVE AT
PROTECTING DATA

IT SECURITY DEFENSE SPENDING INCREASES .

NETWORK
END POINT

ANALYSIS AND

CORRELATION

MOTION e

DATA AT REST

Garrett Bekker,
451 Research

... spending on securing internal
networks from external threats is less
and less effective — and relevant-as
both the data and the people
accessing it are increasingly external.”

“...organizations keep spending on the

same solutions that worked for them in
the past but aren’t necessarily the most
effective at stopping modern
breaches”



USING SENSITIVE DATA WITH ADVANCED TECHNOLOGIES
WITHOUT DATA SECURITY TO PROTECT INFORMATION
3 O/ “63% OF RESPONDENTS INDICATED THATTHEIR
ORGANIZATIONS DEPLOY NEW TECHNOLOGIESIN
O ADVANCE OF HAVING APPROPRIATE LEVELS OF DATA

SECURITY IN PLACE”
Garrett Bekker,

ENTERPRISE USE OF ADVANCED 451 Research
TECHNOLOGIES FOR SENSITIVE DATA

55%
49%

49% MOBILE

46% PAAS

43% BIG DATA
32% IoT

17% CONTAINERS

10% BLOCKCHAIN




COMPLEXITY AND SKILL SHORTAGES
TOP BARRIERS TO DATA SECURITY DEPLOYMENT

PERCEPTION OF PERCEIVE
COMPLEXITY 0 COMPLEXITY AS THE
UNIVERSALLY THE TOP O TOP BARRIER TO

BARRIER ADOPTION DATA
)
6% FROM 2016 SECURITY

“...The lack of skiled
security staff has been a

consistent themein 451’s S0% COMPLEXITY
research effortsthe past
few years, and in 36% LACK OF STAFF TO MANAGE

conjunction with
complexity, makes a strong
case fordata security
functionality delivered as a 33%
service”

PERFORMANCE CONCERNS

LACK OF BUDGET

29% LACK OF ORGANIZATIONAL BUY IN

Gaurrett Bekker
451 Research PERCEIVED BARRIERS TO ADOPTING DATA SECURITY
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IN SPITE OF ALL THE FUROR A
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CLOUD DRIVING DATA SECURITY CONTROL DEPLOYMENT
4 OF 5 PLANNED DATA SECURITY CONTROLS ARE DRIVEN BY CLOUD AND SAAS

2 O 1 7 TOP 5 PLANNED DATA SECURITY TOOLS DEPLOYMENTS

39% - THIRD PARTY KEY OR BYOK
38% - CASB

37% - TOKENIZATION
36% - ENABLING CLOUD ENCRYPTION

34% - HARDWARE SECURITY MODULES

2 O 1 6 TOP 5 PLANNED DATA SECURITY TOOLS DEPLOYMENTS

40% - APPLICATION ENCRYPTION
39% - MULTIFACTOR AUTHENTICATION

39% - TOKENIZATION
38% - CASB

38% - SIEM




CONTAINERS SURPRISE
ONLY 3 YEARS AFTER TECHNOLOGY INTRODUCTION (DOCKER)

40%..

respondents are a|ready NON-CRITICAL PRODUCTION APPS
using containers in
production environments TESTING IT OUT

only 1 3 % CRITICAL PRODUCTION APPLICATIONS
have no plans for

NOT PLANNED
containers thisyear”

Garrett Bekker
451 Research CONTAINER BASED APPLICATION DEPLOYMENTS

AS THE #1 SECURITY
540/0 = SELECTED CONTROL REQUIRED TO

NCRYPTION EXPAND CONTAINER USAGE




NEW REGULATIONS ARE DRIVING ENTERPRISE BEHAVIOR
DATA PRIVACY AND SOVEREIGNTY IMPACTING ENTERPRISES WORLDWIDE

VARIATIONS IN IMPACT OF
Globally are DATAPRIVACY/SOVERIEGNTY

7 20/ Impacted by
Data Pri
Data Sovereignty ‘ 0

IMPACTED

ADDRESSING REQUIREMENTS BY:

64% ENCRYPTING DATA ' 8 1%

0
40% TOKENIZING DATA GERMANY  HIGHEST RATE
MIGRATING CUSTOMER DATA ' 5 60/
WILL USE LOCALHOSTING AND CLOUD JAPAN LOWEST RATE




BEST PRACTICE RECOMMENDATIONS
GARRETT BEKKER, 451 RESEARCH

Re-prioritize your IT
security tool set

Discover and classify

Don't just check off the
compliance box

Encryption and access
we]plife]
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I ABOUT THALES E-SECURITY

Instilling trust across the data landscape
Our powerful technology platform provides
advanced data security for more servers,
applications, and environmentsthan any other
security alternative

What we do

Thales e-Security provides companies everything they
need to protect and manage their data and scale
easily to new environments and requirements—
encryption, advanced key management,
tokenization, authorization, privieged user control,
and HSMs.

Our customers

Our customersinclude 19 of the world’s 20 largest
banks, four of the world’s five largest oil companies,
27 NATO country members and 15 of the Fortune 25.

THALES

2017
THALES

DATA THREAT
REPORT




Our solutions protect data while eliminating
complexity, inefficiency and cost

DB/ File Application Big Code Tokenization Transaction Public Key Cloud
Encryption Encryption Data Signing Data Security Infra (PKI) Security
Masking
Customer PIl Secure Script PCI, Payment Internet of Cloud
Records Analytics Development PHI related apps Things Migration
a
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DATAPROTECTION

HARDWARE

SOFTWARE

DATAPROTECTION
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